ﬁ i; TENDER NO. - 2025
W Proposal request for service provider for
= —d PIM/PAM Solutions and Desktop (Dell & HP)

e o SR 11 Send proposal on ho_edp@vyavatmalurbanbank.com
& BRI : UA. R, ids, TMEA 8, TaaHTe 445001 | WIF : 07232-244241, 243703, 237442 upto 10/10/2025.

PRODUCTS / SERVICES

Cybersecurity Products/ Services with OTC and 3 Year Management

Products/ Description License/ (0]4Y] Per Unit One One Three Total Total
Services Warranty Unit Total Time Years | Years [Cost for |Cost for
Term Cost (a) | Cost (b) [ Install- |Support|Support| 01 Year | 03 Year

ation | Cost (d) [ Cost (e) | (b+c+d) | (b+c+e)
Cost (c)

PIM / PAM Sectona PAM: 3 Years/User 3 Years 1

Solution User-3

Device- 50

1. Just-in-Time (JIT) Access - Provides time-bound privileged access to reduce standing privileges.

2. Session Monitoring & Recording - Tracks and records all privileged sessions for auditing and
forensics.

3. Password Vaulting - Securely stores and manages privileged credentials with automated
rotation.

4. Privileged Session Control - Enables real-time control, monitoring, and termination of sessions.

5. Access Workflow & Approvals - Provides customizable access request workflows with multi-level
approvals.

6. Threat Analytics - Detects risky user behavior using behavioral analytics and alerts.

7. Seamless Integration - Integrates with Active Directory, ITSM tools, SIEM, and other enterprise
systems.

8. Granular Access Policies - Allows fine-grained control over who can access what, when, and how.
9. Multi-Factor Authentication (MFA) - Ensures secure access with built-in MFA support.
10. Cloud & Hybrid Support - Supports on-premises, cloud, and hybrid IT environments.

Desktop I5 Desktop HP/Dell (CPU & Monitor) 3 Years 10

HP/Dell 15 Processor -Intel® Core™ i5-14th Gen

Motherboard-Intel Qseries chipset

Memory - 16 GB DDR5

Stroage - 512GB SSD NVMe™ M.2 SSD | Intel® UHD Graphics | HP 125 USB Black Wired Mouse + HP 125
USB Black Wired Keyboard

0.5-0S Factory pre-install/Pre-loaded Microsoft windows 11 Pro,64-bit with latest service pack
(OEM Certified)

Monitor Display - 21.5" LED

Warranty - 3 Years Onsite By OEM.




Products/
Services

Desktop
HP/Dell I3

Description

I3 Desktop HP/Dell (CPU & Monitor)

Processor -Intel® Core™ i3-14th Gen

Motherboard-Intel Q series chipset

Memory - 8 GB DDR5

Stroage - 512GBSSD NVMe M.2

SSD | Intel® UHD Graphics | HP 125 USB Black Wired Mouse + HP 125 USB Black Wired Keyboard
0.5-0S Factory pre-install/Pre-loaded Microsoft windows 11 Pro,64-bit with latest service pack
(OEM Certified)

Monitor Display -19.5" LED

Warranty - 3 Years Onsite By OEM.

180W power supply.

Warranty - 3 Years Onsite By OEM.

License/
Warranty
Term

3 Years

Qty

10

Per Unit One One Three Total Total
Unit Total Time Years Years |Cost for | Cost for
Cost (a) | Cost (b) [ Install- |Support|Support| 01 Year | 03 Year
ation | Cost (d) | Cost (e) | (b+c+d) | (b+c+e)

Cost (c)

Windows
1 Pro
licenses

Windows GGWA- Windows 11 Pro Legalization Get Genuine-DG7GMGFOLATL

145

Total Amount for the Supply, One time Installation and 03 Year Support Cost

Terms and conditions mentioned in Annexture_1is applicable.




Annexture 1
Brief Technical Specification of PIM/PAM Solutions

# | Requirement Description
1 Proposed solution must support browser-based RDP & SSH without additional server resource requirement. Capability must be supported in multi-site architecture.
2 Proposed solution must support connections from endpoints, HTML5 browser and Microsoft Remote Desktop Service Terminal Server technology. Solution must not rely on 0S

dependent SSH Tunneling and third-party terminal services technology.

3 Proposed solution must support built-in plugin development kit for integrating specialized clients & utilities on-demand. Additional plugins during the lifetime of solution must be
developed as part of support capabilities without additional professional service cost.

4 Proposed solution must support provisioning, de-provisioning & operations of privileged accounts from PAM interface

Proposed solution must allow restrictive, controlled & secure sharing & collaboration of privileged session among support teams working across multiple locations without
requiring agents

6 Proposed solution must support continuous discovery & auto-onboarding of privileged accounts. Explain how continuous discovery works in the solution.

7 User based licensing

Send proposal on ho_edp@yavatmalurbanbank.com upto 10/10/2025.

Notes -

a. All the commercial value quoted is in Indian Rupees.

b. Bank will deduct applicable TDS, if any, as per the law of the land.

¢. Further, we confirm that we will abide by all the terms and conditions mentioned in the Tender document.

d. We hereby undertaking to the bank to comply with the secrecy provision pursuant to provision of Banking Regulation Act, 1949 and other applicable laws. SLA/NDA compulsory.
e. Vendor selection and cancellation of tender is bank right.

(Seal and Signature of the authorized sighature)



